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FIRST CHANGE
6.3.4
Solution 3.4: Support for controlling non-SIP based PS Data Off Exempt Services in UE and EPC based on HSS as single database 

6.3.4.1
Description
6.3.4.1.1
General
Related to Key Issue #3, the solution is based on the following principles:

-
A list of exempted services when PS Data Off is activated, stored in the HSS, is made up of:

- 
A list of "Data Off Exempted Services" (DOES) which is sent to the MME/SGSN serving the UE for further distribution to the UE. This information is transparent to (not interpreted by) the Packet Core Network Serving Node. When received by the UE, the UE NAS layer shall notify the UE IMS layer about the IMS exempted services. This is described in solution 2.3  to Key Issue #2.
- 
A list of "Exempted APNs" (EA) and associated "Packet Filtering Information" (PFI)" for the Packet Core to only allow exempted Packet Core services when PS Data Off is activated. Exempted APNs can be totally exempted, in which case, the Packet Filtering Information is not present, or partially exempted APN, in which case the Packet Filtering info is present and characterizes the IP flows which are exempted from PS Data Off.
Editor’s Note: It is FFS regarding the nature of the information sent to the UE for uplink enforcement for APN data exempt services for the 3 cases where the APN is completely exempt, the APN is completely blocked and the APN has some services that are data exempt.

-
If 3GPP PS Data Off is activated, the UE prevents sending of uplink data which are for non-SIP based services other than the non-SIP based 3GPP PS Data Off Exempted Services, based on the received list of Data Off Exempted Services.

-
The list of exempted APNs and associated Packet Filtering Information for the visited/registered PLMN is provided by the HSS to the MME/SGSN via Update Location Answer and/or Insert Subscriber Data Request if MME/SGSN indicates that UE is capable of Data Off feature..
-
When PS Data-Off is activated by the UE, 

-
The MME/SGSN releases the PDP contexts/PDN connections that are not targeting an APN in the list of exempted APNs by e.g. sending a Session Delete Request to the PDN GW via the Serving GW and NAS message(s) towards the UE; 
NOTE :
When none of the APNs of the PDN connections of the UE is listed in the list of data exempt APNs, the UE detaches from EPC. However the UE shall still be able to initiate emergency sessions.
-
For the already established PDP contexts/PDN connections whose APN is in the "list of exempted APNs, the MME/SGSN either does not do anything (if there is no Packet Filtering Information related to the APN – i.e. the APN is totally exempted from PS Data Off) or, if the APN is partially exempted, the MME/SGSN needs to inform the PDN GW by sending a Modify Bearer Request with Packet Filtering Information to the PDN GW via the Serving GW.

-
Data-Off UE's status is added to the Modify Bearer Request as it may be useful for charging/accounting discrepancies: it can be added to the CDRs for offline charging/accounting in SGW and PDN GW, or provided by the PDN GW to the OCS via credit-control mechanisms for online charging. Furthermore the PDN GW should forward the Data-Off UE's status to the PCRF.
-   Unless the PDN GW indicates its support of Data Off feature, the MME/SGSN should release the PDP context/PDN connection for those APNs that have some services that are data exempt.
-
When PS Data-Off is already in activated state 

-
If an APN is removed from the list of exempted APNs, the MME/SGSN serving the UE releases the PDP contexts/PDN connections that are not targeting an APN in the list of exempted APNs as described above;

-
If there is a change in the Packet Filtering Information related to an APN, the HSS informs the MME/SGSN by sending a Insert Subscriber Data message, and in case a PDP contexts/PDN connection targeting the APN is already established, the MME/SGSN informs the PDN GW of the change of Packet Filtering Information by sending a Modify Bearer Request via the Serving GW containing the new Packet Filtering Information;
Editor’s Note: It is FFS how the UE is updated with the uplink filter for enforcement. One option is to force the UE to detach and re-attach, the second option is to update EMM Information message to include uplink filters, and the third option is to wait until the next time TAU is triggered from the UE.
.
-
When a new PDP context/PDN connection is established, and if the APN is in the list of exempted APNs, the MME/SGSN informs the PDN GW by sending a Create Session Request message that includes the Data-Off UE's status (mainly for charging discrepancies purposes). If the APN is partially exempted from PS Data Off, this requires the Packet Filtering Information to be added to Create Session Request message;

-
Enforcement at the PDN GW is achieved as follows:

-
If PCRF does not apply (e.g. is not deployed), the PDN GW enforces the traffic per the Packet Filtering Information received from MME/SGSN.

-
If PCRF is deployed, then the, the PDN GW enforces the traffic per the Packet Filtering Information received from MME/SGSN as is the case when PCRF is not deployed, however the PDN GW informs the PCRF of the Date Off Status so the PCRF could decide to change BW, QoS, etc based on this status.
-
During mobility events inducing a change of MME/SGSN, it is not necessary to pass the "PS Data-Off" and/or the list of exempted APNs and associated Packet Filtering Information between the serving nodes as a Tracking Area Update procedure always takes place after the handover. 
NOTE:
As an option to be decided during normative phase, for network signalling optimization, the source MME may pass the "Packet Filtering Information" for the APNs which have been partially exempted in Context Response and Forward Relocation Request messages:

A source MME/SGSN not supporting PS Data Off feature would not include this info over S10, and the target MME/SGSN (supporting the feature) will have to send MBR to PGW(s) for partially exempted APNs. 

A source MME/SGSN supporting Data Off will provide this information, and the target MME/SGSN will then not send any MBR to the PDN GW(s) for partially exempted APNs.

-
If the PDN GW does not support Packet Filtering Information, the MME/SGSN should release the PDP context/PDN connection. This can be achieved via PDN GW also providing its capability to support Packet Filtering Information to the MME/SGSN (e.g. in the response message).

6.3.4.2.1
Additional call flows

6.3.4.2.1.1
UE requested PDN connectivity procedure

The UE requested PDN connectivity specified in TS 23.401 [8] clause 5.10.2 is modified by adding the "Packet Filtering Information" and "Data-Off" in the Create Session Request messages between MME, SGW and PGW. The PDN GW also forwards the UE Data off status to the PCRF in IPCAN session establishment/modification. 
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Figure 6.3.4.2.1.1-1: UE requested PDN connectivity

6.3.4.2.1.2 
S1-based handover
S1-based handover specified in TS 23.401 [8] clause 5.5.1.2 is modified by adding the list of partially APNs (optional) and associated Packet Filtering Information in the Forward Relocation Request message between the MMEs.
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Figure 6.3.4.2.1.2-1
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13.b  Modify Bearer response
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